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Annotation. The presented scientific article considers the data of legal statistics on criminal law violations,
responsibility for which is provided by Article 299-1 of the Criminal Code of the Republic of Kazakhstan. The study
was based on a comprehensive methodological approach, including the analysis of legal statistics, comparative legal
analysis of specialized literature and content analysis of information materials on the Internet. Particular attention was
paid to analyzing the dynamics of criminal cases, as well as studying digital channels of drug propaganda
dissemination, including social networks and messengers. The results showed unstable dynamics in the registration and
investigation of cases, indicating difficulties in countering drug propaganda despite legislative initiatives. It also
revealed the significant role of the Internet in the distribution of drugs, which requires new approaches in cybersecurity
and the development of technologies to control and block illegal content.

The study emphasizes the importance of integrating improved technological solutions and international
cooperation in the fight against drug crime, as well as the need to strengthen information campaigns to raise awareness
of the dangers of drugs. The presented study contributes to the formation of an effective national strategy to prevent
drug propaganda and strengthen law enforcement.
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IIpectynHocTh B cepe nponaranjabl HApKOTUKOB B Pecny0sinke Kazaxcran: coBpeMeHnHoe
COCTOsIHUE

AHHoTanusa. B mpencraBieHHONW HaydHOHW CTaThe paccMaTPUBAIOTCS IAaHHBIE TPABOBOM CTATUCTHKH IIO
YrOJIOBHBIM TIPaBOHAPYIIEHUSAM, OTBETCTBEHHOCTh 3a KOTOpbIe IpexycMorpeHa cT. 299-1 VYromoBHoro konekca
Pecmybnuku Kazaxcran. VMccnemoBaHme OmMupaioch Ha KOMIUIEKCHBIH METOHONOTHYECKHH IMOIXOM, BKIIFOYAOIIHIA
aHaJau3 TPaBOBOW CTATHCTHKH, CPaBHUTEIbHO-IIPABOBOM aHAIW3 CIENMAIbHOM JMTEpaTyphl M KOHTEHT-aHAIU3
nH(pOpMaNNOHHBIX MaTepHaIoB B HHTepHETEe. Oco00e BHUMAaHNE OBLIO Y/ACIECHO aHaJIN3y AMHAMUKH YrOJOBHBIX €N, a
TaKOKe M3YyYEHHIO IM(PPOBBIX KAaHAJIOB PAacHpOCTpaHEHHs HapKOTHYECKOHW MpONaraHjbl, BKIIOYas COLUAIBHBIC CETH H
MeCCeHDKEpBL. Pe3ynbTaThl MoKa3aau HECTAOMIbHYIO JUHAMUKY B PETHCTPALMK M PACCIEAOBAHUM JIEN, YTO YKa3bIBACT
Ha CIOXHOCTH B IIPOTHUBOAECHCTBHM HApKOIpOIIaraHje, HECMOTPS Ha 3aKOHOAATEIbHbIE MHUIMATHBBI. Takxke Oblta
BBISIBJICHA 3HAYUTENbHAS POJIb HHTEPHETA B PAcIPOCTPAHEHUH HAPKOTHUECKHUX CPENCTB, YTO TPEOYET HOBBIX IOIXO/I0B
B KOep0e30macHOCTH U pa3paboTKe TEXHOIOTUH TSI KOHTPOJIS U OIOKHUPOBKH HENErabHOTO KOHTEHTA.

HccnenoBanne moadepKUBaeT Ba)KHOCTh MHTETPAlMM yCOBEPIICHCTBOBAHHBIX TEXHOJIOTMYECKUX PELICHUH H
MEXIYHApPOIHOTO COTPYJHHYECTBA B 00OppOe C HApKOMPECTYNHOCTBIO, a TaKXKe HEOOXOANMOCTh YCHIICHUS
MH()OPMANMOHHBIX KaMITAHWKA TSI MOBBIIICHUS OCBEIOMJICHHOCTH 00 OMAacHOCTH HAapKOTHKOB. llpencraBieHHOE
HCCIIEJOBAaHNE BHOCHT BKJIag B (opmupoBaHue 3((GEKTHBHONH HAIMOHAIBHOW CTPAaTETMH MO MPEIOTBPALICHHUIO
HapKOIIPOTIATaH/Ibl M YKPEIJICHUIO ITPABOMOPSIIKA.

KnroueBble cjioBa: Tpomarasaa HapKOTHKOB, MPEAYNPEXICHHE IPECTYIUICHHH, HapKOMPECTYITHOCTS,
paccienoBaHue, IPaBOOXPAHNTENbHBIE OPTaHbl, HHTEPHET, 37I0POBbE HACCICHHSI.
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Ka3zakcran Pecnny0smkacbiHa ecipTKiHi HACMXaTTay CaJachbIHAAFbI KbLIMBIC: Ka3ipri
JKaraanbl

AHHOTanus. YCHIHBUIFaH FBUIBIMH Makanana jkayankepmriuniri Kasakcran PecryOmukacel KpUTMBICTBIK
KonekciHiH 299-1-0a0bIHa Ke3[elreH KbUIMBICTHIK KYKBIK Oy3YIIBUIBIKTap OOWBIHINA KYKBIKTBHIK CTaTHCTHKAHBIH
JIepeKTepi KapacThIpbUIaAbl. 3epTTey KYKBIKTBIK CTAaTHCTHKAaHBI Tajiaylbl, apHaibl oleOMETTEepi CaJbICTHIPMAbI-
KYKBIKTBIK TaJlIayAbl JKOHE WHTEPHETTErl aKmapaTThIK MaTepHalJapAbl Ma3MYHABl TalAayldbl KaMTUTBIH KEIeHII
oiCHAMAITBIK TAcUIre cyheHmi. KpUIMBICTHIK iCTEp/IiH TUHAMHKACHIH TalJayFa, COHAAW-aK QJICYMETTIK JKelijIep MEH
MECCeHDKepJIepl Koca aifaH/a, eCipTKi HacMXaThIH TapaTyAblH IHUQPIBIK apHajJapblH 3epieieyre epekie Hazap
aymapeuiabl. HoTwkenmep icrepai Tipkey MeH Tepreyle TYpaKChl3 IHHAMHKaHbl KOPCETTi, Oyl 3aHHAMAaJIbIK
Oacramanapra KapaMacTaH €CipTKiHI HacWxaTTayFa Kapchl TYpYyJIarbl KUBIHIBIKTapabl kepcereni. CoHpaii-ak,
WHTEPHETTIH EeCIPTKiHI TapaTyJarbl MaHbBI3IbI peJli aHbIKTanAbl, Oyn Kubepkayinci3aikTiH KaHa TOCUIAEPIH JKoHE
3aHCHI3 Ma3MYHJIbI OaKbIIay KOHE OyFaTTay TEXHOIOTHSIIAPBIH d31pJICy Il Talam eTei.

3epTTey ecipTKi KbUIMBICBIHA KapcChl KYPECTe MKETUIMIPIAreH TEXHOJOTHSUIBIK IIEeNiMIep MEH XaJbIKapalibIK
BIHTBIMAKTACTBIKTBI OIPIKTIpYAiH MaHBI3ABUIBIFBIH, COHIANH-aK CCIPTKIHIH KayiNTUIIr Typaibsl Xa0dapaapiablKThl apTThIPY
YUIH aKnapaTThIK HayKaHAapbl KYLIIEHTY KaKETTUTIrH KepceTeli. Y ChIHBUIFAH 3epTTey eCIpTKiHI HacHXaTTay/blH
QIIJIBIH ATy )KOHE KYKBIKTBIK TOPTINTI HBIFAUTY XKOHIHJET] THIM/II YITTBIK CTPATErHsIHbI KAJIBINTACTBIPYFa YJIeC KOCa/Ibl.

Tyiiin ce3mep: ecipTkiHi HacuxaTTay, KbUIMBICTBIH aJJIbIH ally, €CIpTKi KBUIMBICHI, Teprey, KYKbIK KOpFay

oprasngapsbl, MHTCPHET, XaJIbIKTbIH ACHCAYJIbIFbI.

Introduction

Combating drug propaganda in
modern society is an extremely necessary and
significant task. Modern society is facing the
increasing influence of digital technologies,
which play a significant role in the
dissemination of information about drugs,
making it available to a wide audience,
especially among young people.

The relevance and importance of the
chosen topic is conditioned by the latest
address of the President of the Republic of
Kazakhstan to the people of Kazakhstan,
where he indicated that one of the priority
tasks in order to preserve the gene pool of the
nation is the fight against drugs. The head of
state also noted that to date there are no
significant results in the fight against this
negative phenomenon [1].

Investigating the present condition of
criminal activities related to drug propaganda
is crucial for devising effective prevention
strategies. This is because such propaganda
primarily seeks to recruit new individuals into
the illegal use and distribution of narcotics,
psychotropic substances, or their analogs. We
would like to note that we have already
conducted a study on this topic [2], but the
situation has changed to date.

The purpose of this research article is
to analyze statistical data and identify trends
in the field of crime related to drug
propaganda from 2020 to 2024.

The objectives of the research are:

- assessment of the dynamics of
registered criminal offenses;

- analyzing the measures of law
enforcement agencies to combat drug-related
crime;

- proposing effective measures to
improve the current situation.

The originality of this study stems
from its holistic analysis of the issue of drug
propaganda on the Internet. It considers recent
legislative modifications and shifts in law
enforcement practices, and it proposes
enhancements to the current strategies used to
counteract drug propaganda. The study seeks
to fill the gap in scientific knowledge about
the relationship between drug distribution and
digital technologies, which is crucial for the
formation of an effective national strategy in
this area.

To achieve the objectives of this study,
the following methodological approaches
were applied: analysis of legal statistics,
comparative legal analysis, and content
analysis of Internet resources. This research
utilizes data from the Unified Register of Pre-
trial Investigations (URDR), along with
reports from legal statistical authorities and
specific documentation from the General
Prosecutor's Office of the Republic of
Kazakhstan, covering the years 2020 to 2024.
The data obtained made it possible to assess
the dynamics of criminal offenses related to
drug propaganda.
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To analyze the ways of disseminating
drug information on the Internet, content
analysis of social networks, messengers, as
well as various websites, including illegal
online stores, was conducted. In this context,
special attention was paid to the study of data
anonymization methods and ways to
circumvent them. The study also included the
analysis of banners with drug advertisements
found in various cities of Kazakhstan, which
made it possible to assess the effectiveness of
monitoring and blocking illegal content as
part of current cybersecurity measures.

Thus, the use of a set of different
methodologies made it possible to carry out a
multidimensional study of the problem of
drug propaganda, including legal,
technological and social aspects, and to
develop proposals for optimizing legislation
and strengthening cybersecurity measures.

Discussion and results.

Should be designated that Article 299-
1 was included in the Criminal Code of the
Republic of Kazakhstan on 27.12.2019 [3] In
view of the public danger of drug distribution
and the annual increase in the registration of
criminal offenses in the sphere of use and
distribution of narcotic drugs, psychotropic

substances and their analogues, it was decided
to establish criminal liability for their
propaganda. In addition, administrative
responsibility for the considered act is
established for legal entities (article 423 of the
Code of Administrative Offenses of the
Republic of Kazakhstan) [4].

The analysis of legal statistics data
allowed us to conclude that today the current
state of crime in the field of propaganda of
narcotic drugs, psychotropic substances or
their analogs, precursors, has unstable
dynamics.

In the period from 2020 to 2024, a
total of 1030 cases under article 299-1 of the
Criminal Code of the Republic of Kazakhstan
are registered in the Unified Register of Pre-
trial Investigations (hereinafter ERDR) [5].

The initial growth is observed in the
period from 2020 to 2021. Further there is a
decrease in the registration of criminal
offenses under consideration until 2023. In
2020, 159 criminal offenses were registered,
in 2021 - 170, in 2022 - 147 and in 2023 -
119. At the same time, a sharp jump in the
indicators in 2024 up to the mark of 435
(Figure 1).
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Fig.1. The number of criminal offenses registered in the unified register of pre-trial
investigations under Article 299-1 of the Criminal Code of the Republic of Kazakhstan in the

period from 2020 to 2024.

It is fair to note that fewer and fewer
criminal cases are sent to court each year.
Thus, in 2020, 10 cases were sent to court, in

2021 - 13,in 2022 - 11, in 2023 - only 7, in
2024 only 7
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criminal cases were sent to court (Figure 2).
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Fig.1. Number of criminal offenses sent to court under Article 299-1 of the Criminal Code
of the Republic of Kazakhstan in the period from 2020 to 2024.

In most cases, a procedural decision is
made to interrupt the investigation period in
criminal cases under consideration. A total of
926 cases were interrupted in the period from
2020 to 2024, while 1,089 cases were
pending. Examining this trend in more detail,
we observe a percentage increase

Thus, in 2020, 170 criminal cases
were pending, of which 131 cases (77%) were
interrupted. In 2021, 185 criminal cases were

pending, of which 146 cases had interrupted
the investigation period (78%). In 2022, of the
165 criminal cases pending, the investigation
timeline was interrupted in 142 cases (86%).
In 2023, out of 123 criminal cases pending,
investigation time limits were interrupted in
119 cases (86%). In 2024, out of 446 criminal
cases in progress, 405 cases had investigation
time limits interrupted (90.8%) (Figure 3).
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Fig. 3. Percentage ratio of criminal cases investigated under Article 299-1 of the Criminal
Code of the Republic of Kazakhstan, terms of which are interrupted in the period from 2020 to

2024,
In our opinion, the growth of aborted
pretrial investigations can be fairly attributed

to the ubiquity of the Internet in Kazakhstani
society.
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One of the main factors contributing to
the need to combat drug propaganda is the
growing availability of information about
drugs on the Internet, as noted by Kazakhstani
researchers [6; 7, p. 121].

Many Kazakhstani and foreign
researchers have repeatedly discussed the
relationship between the Internet and drug
distribution in scientific publications [8; 9;
10; 11; 12].

The Internet is a favorable
environment for drug propaganda, as it
provides anonymity of publications. This is
exemplified by numerous Telegram channels,
forums and online platforms where drug use
is promoted and illegal online stores are
advertised.

In addition, thanks to the power of
information technology, drug propaganda can
even be disguised and unnoticeable at first
glance. As an example, we will cite a case of
distribution of banners with advertisements
that at first glance looked ordinary, but on this
banner there was a code with a link directing
to the site of narcotic drugs. It should be
noted that such banners were found in
Almaty, Astana, Shyment, Ust-Kamenogorsk,
Karaganda and other cities of Kazakhstan
[11]. This fact aggravates the situation and
requires law enforcement agencies to monitor
all outdoor advertising everywhere in order to
prevent such facts.

The challenge for law enforcement in
tackling drug propaganda online, especially
on social media and messaging platforms,
stems from the anonymity of users and the
broad reach of these networks.

Depending on the type of audience,
the main ways of disseminating drug
information on the Internet can be categorized
as follows:

1) Dissemination to mass audience.
The mass audience includes a wide range of
Internet users who may be exposed to drug
information through popular, easily accessible
platforms. Social media platforms such as
Facebook, Instagram and Twitter, as well as
video hosting sites like YouTube, serve as
channels for disseminating such content under
the guise of educational, informational or
entertainment  material.  This  approach
contributes to unintended exposure to an

unspecified broad audience, which increases
the risks of unwittingly attracting users to
drugs.

2) Distribution to the target audience.
Target audiences consist of specific groups of
users who demonstrate a heightened interest
or have a predisposition to the topic of drugs.
These audiences can be organized on
specialized platforms such as forums or
private groups on social media and
messengers, including Reddit, Discord, closed
groups on Telegram or Facebook. In these
closed communities, drug information is
disseminated in a more discrete manner, using
specific terminology and symbols that are
understood only by members of such
communities, which increases the
effectiveness of communication and reduces
the risk of detection by law enforcement.

Thus, differentiating the audience into
mass and target audiences allows for the
development of more precise and effective
measures to prevent and counteract illegal
activities. It should be noted that a
comprehensive approach to monitoring and
controlling the dissemination of drug
information should take into account the
specifics of interaction with different
audiences.

In the context of these circumstances,
the introduction of additional cybersecurity
measures and the development of specialized
algorithms aimed at identifying and blocking
illegal content seem urgently needed. Such
measures, according to the authors, can
significantly contribute to reducing the level
of drug promotion in the digital space.

At the same time, we would like to
note that drug crime control departments in
various regions of the Republic of Kazakhstan
carry out activities to prevent the use,
distribution and promotion of narcotic drugs
on a regular basis [13]. In particular, the
activities are focused on the young population
of the country [14].

As part of the strategy to combat drug-
related crime, the Offices actively engage
with youth audiences by holding various
events in educational institutions, including
schools, colleges and higher education
institutions. The purpose of these meetings is
to raise awareness among young people about
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the risks and consequences of drug use.
Lectures and  discussions  held by
representatives of the departments are aimed
at forming negative attitudes towards drugs
among students and emphasizing the social
danger of this phenomenon. In addition, such
events contribute to the strengthening of law-
abiding behavior and the development of
healthy lifestyle skills among young people.

Every year, the Drug Crimes Control
Offices organize public events with the
participation of famous athletes and
representatives of public organizations, which
draw attention to the problem of drug
addiction and contribute to the formation of
active citizenship. The results of these events
are regularly published in the media, which
ensures wide coverage of the population and
increases the effectiveness of information
campaigns. Media coverage of successes in
the fight against drug addiction not only
strengthens public opinion against the spread
of drugs, but also stimulates citizens'
participation  in  prevention  activities,
contributing to the creation of a healthy and
safe environment in society.

Thus, the Internet, as a tool in the fight
against drug propaganda, is actively used by
law enforcement agencies and specialized
agencies. The effectiveness of the Internet in
this aspect lies in the possibility of wide
dissemination of content-rich information,
which contributes to the formation of negative
attitudes towards drugs among various
segments of the population.

It should be emphasized that the
primary objective of combating drug
propaganda is to decrease the incidence of
drug addiction within the community,
particularly among the youth. For this
purpose, measures are taken to raise public
awareness of the harm of drugs. Such
measures are aimed at forming a negative
attitude towards drugs and preventing their
use.

Thus, the analysis of criminal-legal
statistics on article 299-1 of the Criminal
Code of the Republic of Kazakhstan, which
regulates responsibility for drug propaganda,
shows a changeable dynamics with the
registration of crimes related to drug
propaganda and a sharp increase in the

registration  of the  offenses  under
consideration in 202. At the same time, the
majority of cases remain unsolved, which
emphasizes the need to strengthen measures
to counter this problem. Since the
implementation of the relevant criminal
statute, there has been a rise in halted
investigations, coinciding with greater access
to drug-related information online. This trend
underscores the need for innovative strategies
to address drug-related offenses.

Conclusion.

In conclusion, we would like to note
that the study has provided an in-depth
analysis of the changing dynamics of criminal
offenses related to drug promotion in the
Republic of Kazakhstan. In the context of
modernization of the legislation of the
Republic of Kazakhstan and adaptation to
modern technological trends, the problem of
insufficient  effective investigations and
referral of drug trafficking cases to court
remains relevant. This underscores the need to
strengthen  cybersecurity measures and
develop innovative methods to counter drug-
related crime.

This study focused on the Internet as a
channel for the dissemination of drug
propaganda. The data discovered during the
analysis indicate the critical need to
implement specialized algorithms to monitor
and block illegal content in the digital space,
which points to the urgency of developing and
applying effective technological solutions to
reduce the availability of drug information
through digital platforms.

The results of this study correlate with
the need to adapt legislation and strengthen
cybersecurity measures in the context of the
general digitalization of society, where the
Internet acts as the main distributor of drug
information. This confirms the importance of
developing and applying new technologies
and methodologies for comprehensive
monitoring and blocking of drug content in
the network space. This analysis emphasizes
that the measures taken should be
multidimensional and include both criminal
and cybersecurity mechanisms to ensure more
effective control over the distribution of
narcotic drugs via the Internet.
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